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Tutorial on txThings (CoAP Libraries)

Internet of Things (2IMN15) 2016-2017, Eindhoven University of Technology
By Leila F. Rahman

In this tutorial, we will describe how to run a CoAP server on Raspberry Pi and run the CoAP client on a
Windows PC/Laptop. The CoAP server and clients are implemented using txThings, which is a Phyton
implementation of CoAP. This tutorial also describes Copper, a GUI CoAP client tool for interacting with
a CoAP server.

1 ABOUT TXTHINGS

txThings - CoAP library for Twisted framework
txThings is a Python implementation of Constrained Application Protocol (CoAP):
http://tools.ietf.org/html/rfc7252

txThings is based on Twisted - asynchronous I/O framework and networking engine written in Python.
http://twistedmatrix.com/

txThings uses MIT License (like Twisted itself).
http://opensource.org/licenses/mit-license.php

Copyright (c) 2012 Maciej Wasilak
http://sixpinetrees.blogspot.com/

txThings has the following features:

support for draft-ietf-core-coap-13 - including automatic piggyback/separate response handling. No

caching support.

e support for draft-ietf-core-block-12 (no support for server initiative though - waiting for the
resolution)

e limited support for RFC6690 (Core Link Format) - server only.

Other nice things:
e  txThings works nicely on RaspberryPi

e txThings is compatible with Kivy - brilliant new Python GUI library
e  txThings is fully asynchronous (thanks to twisted framework)
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2 INSTALLING TXTHINGS ON RASPBERRY PI

txThings is posted on Github . txThings example codes are available on the Raspberry Pi on
reference/TxThings/examples

Three examples are available:

= server.py - COAP server that starts on localhost, port 5683 and hosts several resources
= client_GET.py - example client which performs GET request to localhost, port 5683
= client_PUT.py - example client which performs PUT request to localhost, port 5683

Client_GET and client_PUT both use port 61616 - to use them simultaneously change port number in
one of the clients. Server will send blockwise responses for default settings. To use txThings you need
Python 2.7 with Twisted installed (I suggest using the latest Twisted version, but older releases also work
- tested with 11.1).

To install Twisted and txThings on your Raspberry Pi shell, run the following commands:

1. sudo pip install twisted==15.1.0
2. sudo pip install txthings

3 INSTALLING TXTHINGS IN CYGWIN ON WINDOWS

1. Run Cygwin Setup
2. Install python-setuptools (see Figure 1)

C Cygwin Setup - Select Packages = B
Select Packages -
Select packages to install L’
Search Clear (I Keep @ Cur (B View | Category
Category Cument Mew Bin? Smc?  Size Package
B All &¥ Default
[ Python & Defautt
15.2-1 ¥ Keep nja O 315 python-setuptools: Python package management tool
£ Skip nja nfia 318k python3-setuptools: Py3K package management tool
£ >
Hide obsolete packages
< Back Mend = Cancel

Figure 1. Install setuptools on Cygwin
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3. Install wget (see Figure 2)

Select Packages =
Select packages to install =

Search|nget ||Clear| Obesp ®Cm OBp | View | Cateaory

Category Cument Mew Bin? Src?  Size
B Al & Default

Debug ¥ Default

Per &¥ Defautt

Litils &% Default
E Web & Default
1.16.31 668k woet: Lkility to retrieve files from the WWW via HTTF and FTP

<

Hide obsolete packages

Figure 2. Install wget on Cygwin

4. Run Cygwin
5. Run the following commands (see Figure 3):
a. wget https://bootstrap.pypa.io/get-pip.py (to download get-pip.py)
python get-pip.py
pip freeze (to see which Python tools are installed)
pip install pip --upgrade
pip install twisted==15.1.0
pip install txThings

"o ao0o
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c : Y

er wver i EL
"pip inst upgrade pip’

er W

"pip in

T (1.1
| 1.1MB

p1p
pip 6

El'ip—b‘;':.l.l

get-pip.py python-install +txThings

Figure 3. Installing Twisted and txThings
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4 RUN COAP SERVER ON RASPBERRY-PI

1. From the Raspberry’s console or using ssh to the Raspberry-Pi, go to the examples directory at :
reference/txThings/examples

2. Runthe CoAP server : python2 server.py or sudo python server.py
(See Figure 4)

zudo python =zerwver.py

o send notifications

9
9

hings.coap.Coap instance at Ox7

Figure 4. Running the CoAP Server on Raspberry-Pi using SSH
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5 RUN COAP CLIENTON PC

1. If using Windows, open Cygwin
2. Go to the examples directory at : txThings/examples
3. Change the resource name (in this example from ‘obs’ to ‘counter’) and remote IP address in the

source code of clientGET.py or clientPUT.py (see Figure 5)

=] Chcygwinéf\home\LRahman\t«Things\examples\clientGET.py (txThings) - Sublime Text 2 (UNREGISTERED) - O

File Edit Selection Find View Gote Tools Project Preferences Help
FOLDERS
¥ txThings
¥ build
P dist

¥ examples

clientPUT. py clientGET. py

P kivy_browser
P Kkivy_server
clientGET.backup.p

clientPUT.py
clientPUT. py.backuy
rd.py

SErver.py

server.py.backup.p:
¥ tuthings N } : -
b oext - main p is to act upo 3 (here it ple print).
P test "
__init__.py
coap.py
errar.py
resource.py
b tiThings.egg-info

.gitattributes ap.GET)
.gitignore B0 t.opt.uri )
README.md equest.opt.obse f—

setup.py

failure

startLogging

endpoint rce. Endpoint(

reactor.run()

Line 34, Colum Spaces: 4 Fython

Figure 5. In the source code of clientGET.py, change the resource name to ‘counter’ and remote IP
Address to the IP Address of the Raspberry Pi running server.py
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4. Run the CoAP clients (see Figure 6):
a. For GET operation: python clientGET.py
b. For PUT operation: python clientPUT.py

c ~/txThings/examples

? python

[-]1 Sending request - Token:
[Coap (UDP)] received "dE,
_li_l'lirjl

Nge EemoVeC

oap ) ived R e, : 000

[Coap (UDP)] First result: 5004

Figure 6. Run clientGET.py on a Windows PC using Cygwin
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6 RUN COPPER ON FIREFOX

The Copper (Cu) CoAP user-agent is an add-on for the Firefox Web browser. It allows browsing,
bookmarking, and direct interaction with CoAP resources. Install Copper on Firefox from
https://addons.mozilla.org/en-US/firefox/addon/copper-270430/

Once installed, simply enter a CoAP URI into the address bar of Firefox Web browser (See Figure 7, Figure
8 and Figure 9)

S ol

) [ 192.168.43.82/time x \+
& @ coap://192.168.43.82:5683 time || Q Search 1B 3 A& O Hb =
[£) Most Visited { | Getting Started | | Eindhoven | | loT
|2 Discover (&) Ping | (&) ser L posT [ put [ peere (@) cancel | Payload |Text v || Behavior ~ CoAP 18
192.168.43.82:5683 L] Debug Control Reset
- Token -
2.05 Content (Observing) e
use hex ((x.) or string X
2 1o ] ] - Request Opticns
47> 192.162.42.82:5603 Header  Value Option Value [hfo Accept
4 @) well-known Type Confirmable Observe 4 1 byte
N W
a core Code 2.05 Content = 5
ontent-Format
@ counter Message ... 22478
W
Token 0x5735
4@ other Blockl (Req) Block? (Res.) Auto
Payload (16;
@ block Uyl (.] block no.  X| |block no. X
_ z Incoming Rendered COutgoin
@ separate 8 - e | sizet Size2
L —Nd— . "
""@PUE't'Un 2015-04-20 11:12 totalsize X| |totalsize X
@ time | Observe
£l
use integer X
ETag
b | use hex (0x.) or string X
If-Match
M use an ETag X

[] f-Mone-Match

Uri-Host Uri-Port
not set X| [nfs X
Proxy-Uri

use absolute URI X

[[] Use Proxy-Scheme option

Response Options
Max-Age

Figure 7. Running the OBSERVE operation on the resource “time” using Copper
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/ [£1] 192.168.43.82/counter

1 (' ) @ coap://192,168.43.82:5683/counter

x\+

_ o EEH

Most Visited || Getting Started | | Eindhoven | | loT

@ || Q Search

wBE ¥ A eH =

@ Discover @ Ping | GET |gdl POST [p4 PUT g DELETE Obser\.re| Payload |Text v | Behavior ~ CoAP 18
192.168.43.82:5683 [] Debug Control Reset
- Token
2.05 Content (Blockwise) lcreyoing
Request Opticns
4 ¢.% 192,168,43,82:5683 Header Value Value Info Accept
u@ aweell-known Type Acknowledgment | v |
Code 205 Content
B core oeE oren Content-Format
(@ counter Messag... 16484 | v|
Token empty
"@ other Blockl (Req) Block2 (Res.) Auto
@ block Rayioad (4J | block no. x| |b:'o:k no. x|
L. @ separate k&) Incoming | (4] Rendered| |.;g Outgoing Sizel Size2
@ position 5002 g total size x| total size x|
-l time | Observe
4
| use integer x|
ETag
i1 | use hex (0x.) or string x|
If-Match
M | use an ETag x|

[] f-Mone-Match

Uri-Host Uri-Port
|r.|ofsef X| |r.',/s x|
Prosy-Uri

| use absolute URI !|

[] Use Proxy-Scheme option

Response Options
Max-Age
r

Figure 8. Running the GET operation on the resource “counter” using Copper
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+

Eindhoven loT

PoST |4 PuT [f DELETE R Observe| Payload |Text v | | Behavior -

2.04 Changed (Blockwise) (Download finished)

68,43

a well-known
&) core
counter

" other

block
separate
position

& time

Figure 9.

Header  Value Option Value Info
Type Acknowledgment Block2 1 (64 B/block) 1 byte
Code 2.04 Changed
Messag... 33939

Token empty
Combined Payload (122)
hzl Incoming | £ Rendered Outgoing

Mr. and Mrs. Dursley of nurber four, Priwvet Drive, were proud to say that
they were perfectly normal, thank you wery much.

pi@raspberrypi2: ~/twisted/txThings/examples -
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[] Debug Control Reset
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Request Options

Accept
w
Content-Format
v
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X| | block na H
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X
tring X
e on ETag X
] If-None-Match
Uri-Host Uri-Port
x| |nfs %
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[[] Use Proxy-Scheme option
Response Options
Max-Age

Location-Path

1ot set X

Location-Cuery

Custom Options
Mumber Value

1ot set X UsSE NEX

Running the PUT operation on the resource “block” using Copper



